
GCP - Security Command Center (SCC)

 GCP - Security Command Center (SCC) 
Security and risk management platform for Google Cloud.

Gain centralized visibility and control
Discover misconfigurations and vulnerabilities
Report on and maintain compliance
Detect threats targeting your Google Cloud assets

 Get started
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 FAQ

 

THREAT: Exfiltration: BigQuery Data Extraction
THREAT: Initial Access: Dormant Service Account Action
THREAT: Initial Access: Dormant Service Account Key 
Created
THREAT: Initial Access: Excessive Permission Denied 
Actions
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 How-to
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  Troubleshooting     
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What's new?

Check out how the Google 
Security Command Center 
works!

https://wiki.syensqo.com/display/ISAPPSUP/GCP+-+SCC+-+FAQ
https://wiki.syensqo.com/display/ISAPPSUP/IP+Lists
https://wiki.syensqo.com/display/ISAPPSUP/PRISMA+Solvay+IP+list
#
https://wiki.syensqo.com/display/ISAPPSUP/THREAT%3A+Exfiltration%3A+BigQuery+Data+Extraction
https://wiki.syensqo.com/display/ISAPPSUP/THREAT%3A+Initial+Access%3A+Dormant+Service+Account+Action
https://wiki.syensqo.com/display/ISAPPSUP/THREAT%3A+Initial+Access%3A+Dormant+Service+Account+Key+Created
https://wiki.syensqo.com/display/ISAPPSUP/THREAT%3A+Initial+Access%3A+Dormant+Service+Account+Key+Created
https://wiki.syensqo.com/display/ISAPPSUP/THREAT%3A+Initial+Access%3A+Excessive+Permission+Denied+Actions
https://wiki.syensqo.com/display/ISAPPSUP/THREAT%3A+Initial+Access%3A+Excessive+Permission+Denied+Actions
#
https://wiki.syensqo.com/display/ISAPPSUP/GCP+-+SCC+-+FAQ
https://wiki.syensqo.com/display/ISAPPSUP/IP+Lists
https://wiki.syensqo.com/display/ISAPPSUP/PRISMA+Solvay+IP+list
#
https://wiki.syensqo.com/display/ISAPPSUP/GCP+-+SCC+-+FAQ
https://wiki.syensqo.com/display/ISAPPSUP/IP+Lists
https://wiki.syensqo.com/display/ISAPPSUP/PRISMA+Solvay+IP+list
#
https://youtube.com/watch?t=20&v=4nelxX_1erk

	GCP - Security Command Center (SCC)

