Adding user to AD Groups

Prologue

Labware users open ticket to IT Stellar L1 NonSAP support group to add User ID to one or a few Labware application AD groups found in the OU eua.
solvay.com/WW/R99P833/APP_LABW

What Is Needed

An EUA Domain ADMS- account that has OU Management delegation permission
OWWR99P8330UManagement or

Group Membership Management delegation permission

OWWR99P833GroupMembershipManagement.

OWWR99P833APP_LABWGroupMembershipManagem... ? X
Object Security Attribute Editor
General Members Member Of Managed By
Members:
- Name Active Directory Domain Services Folder
‘ ADMS-INVV1319 eua.solvay.com/AP/R20P004/INMUM
3_, ADMS-mang9298 esua_solvay. com/AP/R20P004/INMUM
3, ADMS-mmB837479 eua.solvay.com/AP/R20P004/INMUM
!, ADMS-VALL1709 eua.solvay.com/AP/R20P004/INMUM
!, Mark Reece-ADMS eua.solvay.com/NA/R31POS0/GBWRX

Connect to the RDP and provide Computer : acewlpappjrdp01

For the first time, click on more options and try to login with Admin credentials

‘i Remote Desktop
»¢ Connection

Computer: Iaoew Tpappirdp01 v

User name: None specified

You will be asked for credentials when you connect.

~  Show Options Connect Help



http://eua.solvay.com/WW/R99P833/APP_LABW
http://eua.solvay.com/WW/R99P833/APP_LABW

Your ADMS credential are:-
userld: ADMS-USER ID

Password: XXXXXXXXXXXXXX

1. Click on Start, then click Windows Administrative Tools.

e

Serer Manage!

v < Manage Administrative Tools - m]
Home Share View Shortcut Tools
1> 't > Control Panel > System and Security > Administrative Tools v U | Search /

Name - Date modified Type

s Quick access

B Desktop Remote Desktop Services 3/29/2022 1220 PM  File folder

- Terminal Services 9/15/2018 7:19 AM File folder

4 Documents

ctive Directory Administrative Center 9/15/2018 713AM  Shortcut

¥ Downloads 4 Active Directory Domains and Trusts 9/15/2018 714 AM  Shortcut

&= Pictures ¥ Active Directory Module for Windows PowerShell - 9/15/2018 7:13 AM  Shortcut

= This PC 73 Active Directory Sites and Services 9/15/2018 13AM  Shortcut
77 Active Directory Users and Computers 9/15/2018 :14AM  Shortcut

@ Network % ADSI Edit 9/15/2018 7:13 AM

¥4 Certification Authority 9/15/2018 7:13 AM t
> Component Services 9/15/2018 :12AM  Shortcut
A Computer Management 9/15/2018 :12AM  Shortcut
#8 Connection Manager Administration Kit 9/15/2018 713AM  Shortcut
% Defragment and Optimize Drives 9/15/2018 7:12AM  Shortcut
a7 Disk Cleanup 9/15/2018 7:12 AM Shortcut
51 Event Viewer 9/15/2018 7:12AM  Shortcut
= Group Policy Management 9/15/2018 7:13 AM
9 Internet Information Services (lI5) Manager 9/15/2018 13AM  Shortcut
£, iSCs! Initiator 9/15/2018 7:12AM  Shortcut
b Local Security Policy 9/15/2018 7:13 AM Shortcut
P Network Policy Server 9/15/2018 T:14AM  Shortcut

3. In the console, navigate to “eua.solvay.com/WW/R99P833/APP_LABW”



http://eua.solvay.com/WW/R99P833/APP_LABW

] Active Directory Users and Computers
File Action View Help

@ H ez HEe PaET7a%

= Active Directory Users and Comp|| Name Type Description
> || Saved Queries

[ 7] saved Queries Folder to store your favo..
> ﬁ euasolvay.com

ii euasolvay.co.. Domain

4. After double clicking on eua.solvay.com

File Action View Help
B 2 B HE TRETa%
] Active Directory Users and Comp|| Name Type Description "

> [ Saved Queries
> #4 euasolvay.com

131 MGMT-Inter.. Organizational .. New Datacenter Nieuwe..
131 MGMT-MDM  Organizational .. OU for Mobile device ma...
ZINA Organizational . North America Region

j NTDS Quotas  Unknown
151 RAS-ACCESS Organizational .. RAS ACCESS Groups

151 RAS-BTI Organizational .. RAS-BTI

137 Roles Organizational ..

1l sco Organizational .. SCO

151 souA Organizational .. SOLIA Project

121 SOUA-AUTO.. Organizational ..  SOLIA Automatic Groups

137 SOLA-MAN... Organizational .. SOLIA Manual Groups

121 STAGING Organizational .. W10 staging process sim...
" TPM Devices  Unknown

137 TRANSFER Organizational .. User Transfer OU

Er Organizational .. Testing
151 TT-ECO Organizational .. ECO
131 1T-sco Organizational .. SCO
131 TISTAGING Organizational .. W10 Test staging process...
17 Users Container Default container for up...
B ww Organizational .. World Wide
> v
5. Click on WW
] Active Directory Users and Computers — [m} X
File Action View Help
o 2 HE R0 TEY
4 :Jj R99P815 ~ || Name Type Description Live Communications Address
> (] Ro9P8I6 |51 APPENKINS  Organizational .. JENKINS AWS
’ fj R99PE17 ::jAPP,JUMP,. Organizational .. JUMP_MSP
7 A1 R9PEI 5] APP_KMS2_N... Organizational .. Contains objects for AWS..
: ; z;::?‘? :_5]: APP_KMS2_P.. Organizational .. Contains objects for AWS..
> B Reope22 51 APP_KPPG Organizational .. New OU for an applicati...
> &1 R99P824 [ APP_LABBOX  Organizational .. LABBOX
5 & R99PE26 [E1APPLABW  Organizational .. Part of M2C NSAP Project
> (31 R99P827 = APP_LICENSE.. Organizational .. ~License Servers
> [ RooP828 5] APP_LICENSE.. Organizational .. OU for stream dedicated ...
> |21 R99P829 1= APP_LICENSE... Organizational ..  OU for stream dedicated ..
> |21 R99P830 151 APP_LICENSE... Organizational .. OU dedicated form SIM L..
> [2] R99PE31 1= APP_LOFT Organizational .. APP_LOFT
> [2] R99P832 121 APP_LWSP Organizational ... Loftware Spectrum hoste..
> =1 R99P833 151 APP_M2C) Organizational .. M2C)
> 21 Ro9P834 [Z1APP.MAIN  Organizational . M2C project
> 2] RooPe36 5] APP_MATERL..  Organizational .. APP_MATERIALCENTER
> 21 Roopes7 |51 APP_MES_ APl Organizational .. ~ APP_MES_API
> (3] Roope3s 151 APP_MES_PO.. Organizational .. APP_MES_POVOA
> (3 Roope39 5] APP_MESHED  Organizational .. APP_MESHED
’ - v || =] APP_MICRO Organizational .. MICRO AWS App
< > < >

6. Then click on APP_LABW



: Active Directory Users and Computers

File Action View Help

e @ i0XBe=HmM e Tvas

5 &1 APP_KPPG

5 (&1 APP_LABBOX

=] APP_LABW

5] APP_LICENSE_SERVERS

5] APP_LICENSE_SERVERS_AEI
2] APP_LICENSE_SERVERS_CA
&7 APP_LICENSE_SERVERS_SIl
=1 APP_LOFT

57 APP_LWSP

51 APP_M2C)

2] APP_MAIN

5] APP_MATERIALCENTER
51 APP_MES_API

=1 APP_MES_POVOA

51 APP_MESHED

&7 APP_MICRO

51 APP_NIFI

v v

VOV OV W W VW W VY v W

~

Name

% 2WWRSSPB33APP_LABWScreensaverSPR
B2 AC_GG_LABW_Admins

B AC_GG_LABW_LabWareL IMS-Alorton

B2 AC_GG_LABW_LabWareLIMS-Alpharetta
% AC_GG_LABW_LabWareLIMS-Anan

B AC_GG_LABW._LabWarel IMS-Antofagasta
% AC_GG_LABW_LabWarel IMS-Atequiza
% AC_GG_LABW_LabWarelIMS-Augusta

‘E AC_GG_LABW_LabWarelLIMS-BadWimpfen
2 AC_GG_LABW_LabwareLIMS-Benvic

E AC_GG_LABW_LabWareLIMS-Bernburg
B AC_GG_LABW_LabWareLIMS-Bollate

2 AC_GG_LABW_LabWareLIMS-Borger

B AC_GG_LABW_LabwarelIMS-Castanea
% AC_GG_LABW_LabWarelIMS-Changshu

Pre-Windows 2000 Logon Name

2WWRISP833APP_LABWScreen...

AC_GG_LABW_Admins

AC_GG_LABW_LabWareLIMS-Al..
AC_GG_LABW_LabWareLIMS-AL..

AC_GG_LABW_LabWarelIMS-A...
AC_GG_LABW_LabWarelIMS-A...

AC_GG_LABW_LabWarelIMS-At..,

AC_GG_LABW_LabWareLIMS-A...
AC_GG_LABW_LabWareLIMS-B...

AC_GG_LABW _LabwareLIMS-Be...

AC_GG_LABW_LabWareLIMS-B...
AC_GG_LABW_LabWarelIMS-B...
AC_GG_LABW_LabWareLIMS-B...

AC_GG_LABW_LabwareLIMS-Ca...

AC_GG_LABW_LabWarelIMS-C...

Type . Description
Security Group - Global
Security Group - Global
Security Group - Global
Security Group - Global
Security Group - Global
Security Group - Global
Security Group - Global
Security Group - Global
Security Group - Global
Security Group - Global
Security Group - Global
Security Group - Global
Security Group - Global
Security Group - Global
Security Group - Global

[DEPREACATED]

7. Pick up the information from the Description. This for User ID eua\ELSI8646, in this case, it is adding to two AD groups.

Please select the application : LIMS LABWARE except Composites;
| confirm that | (or the user this service is requested for) am NOT a Composites ITAR user : [Yes];
Which Labware environment is access required? : [Production, Validation];
Provide the Reference User's account model(Network Account) that has access you require? :

LGOURAUD;

Additional Information : Hello,

Please created a user account for ELSI8646.
You can copy the LGOURAUD user account.

Add the user into the AD group :
AC_GG_LABW_LabwareLIMS-LaRochelle
AC_GG_LABW_LabWareLIMS-val

8. If the Group name is not mentioned explicitly, then the AD group to add the User ID is picked up using the Site name. You will need to associate to the

correct group by looking through the names.

Entity : GBU SPECIAL CHEM;

Job Function : External;
Country : France;

Site : LA ROCHELLE (RUE CHEF DE BAIE);

Office Phone : ###:

Name

B3 AC_GG_LABW_LabWareLIMS-IS-App

82 AC_GG_LABW_LabwareLIMS-IS-Ext

% AC_GG_LABW_LabWareLIMS-IS-Sup
%AC_G G_LABW_LabWarelIMS-Jemeppe
B2 AC_GG_LABW_LabWarelIMS-Kallo
%AC_G G_LABW_LabWareLIMS-Lansol

f: AAC_GG_LABW_LabwarelIMS-LaRochelle
82 AC_GG_LABW_LabWarelLIMS-Liyang

5% AC_GG_LABW_LabWareLIMS-LockHaven
%AC_G G_LABW_LabWarelIMS-LongBeach
%AC_G G_LABW_LabWarelIMS-LongView

SEAC_GG_LABW_LabWareLIMS-Lyon
B2 Ar GG L ARW | ahWarel IMS_Marictta

Pre-Windows 2000 Logon N...
AC_GG_LABW_LabWareLIM...
AC_GG_LABW_LabwareLIM...
AC_GG_LABW_LabWareLIM...
AC_GG_LABW_LabWareLIM...
AC_GG_LABW_LabWareLIM...
AC_GG_LABW_LabWareLIM...
AC_GG_LABW_LabwareLIM...
AC_GG_LABW_LabWareLIM...
AC_GG_LABW_LabWareLIM...
AC_GG_LABW_LabWareLIM...
AC_GG_LABW_LabWareLIM...

AC_GG_LABW_LabWareLIM...
AC GG LARW | ak\Maral INA




9. Double click on the group name to open the Properties windows. In Members section, click Add to add in the User ID. Click OK twice to complete.

Vo {0 XEos Bm 3eET 2%

> 1 APP.GSYNC  ~ || Name - S —— Live Communications Address

> & :;,ZLLDNS 8,AC_GG_LABW_LabWareLIMS-Lansol G_LABW _LabwareLIMS-LaRochelle Properties X
> (5] APP_
> ) Arp HELOS ,AC_GG_LABW_LabwarelIMS-LaRochelle General Members. Member Of  Managed By
vy £, AC_GG_LABW_LabWareLIMS-Liyang
b HXGW 8 AC_GG_LABW_LabWareLIMS-LockHaven Members:
APP_IDM AE AC_GG_LABW._LabWareLIMS-LongBeach Name Actve Directory Dor Select Users, Contacts, Computers, Service Accounts, or Groups X
AP IDNW %AC_GG,LABW_LBEWaveLlMS-Lcng\/wew & AGAUTHIER  eua.solvay.comEU|  Select this object type:
AC_GG_LABW._LabWareLIMS-
APP_IDQA ~GGLABW_LabWareLIMS-Lyon & ALHOMMED  eua.50Nay.00mMEUI )cqry Sonics Accounts, Groups, or Other bjects Object Types.
APP.inWebo £ AC_GG_LABW_LabWareLIMS-Marietta 2 ALviies eua.solvay.com/EU|
APP_IOXP 2 AC_GG_LABW_LabWareLIMS-Marshallton % BERG5132  eua.solvay.com/EU|  From this location:
APP_IPAM 2,AC_GG_LABW._LabWareLIMS-Massa 2 BLEBRUN eua.solvay.comEU| | eua.solvay.com Locations...
APP IRM 3 AC_GG_LABW_LabWareLIMS-MtPleasant 2 swaRie eua.solvay.com/EU Eer tho o 0 solect =
- r the of names to sel (examples):
APP_ISOPLAN £ AC_GG_LABW_LabWareLIMS-MuangRayong L BPETRAUD  eua.solvay.comEU| o=
APP_IUCL 2 AC_GG_LABW_LabWareLIMS-Oldbury & coizer eus.soliey.conVEL com)] Crgifiies
- - AR 2, CHAR4183  eua.solvay.com/EUl
APPIENKINS || 88 AC_GG_LABW_LabWareLIMS-Orange 2 charssss eua.solvay.com/EU
] APP_IUMP_MS. || & AC_GG_LABW._LabWarelIMS-Oudenaarde L CLELOUP  eua solvay.com/EU]
APPKMS2.NC || &% AC_GG_LABW._LabWareLIMS-Panoli 2 cmoze eua.sohay.comEU| | Advanced... [k ] concal
APP_KMS2_PRC || % AC_GG_LABW._LabWareLIMS-Rayong % CZAMMARC  eua.solvay.com/EU
APP_KPPG 2 AC_GG_LABW_LabWareLIMS-Rosignano < >

APP_LABBOX
APP_LABW
APP_LICENSE
APP_LICENSE S

82 AC_GG_LABW_LabWareLIMS-Shreveport
2 AC_GG_LABW_LabWarelIMS-Spinetta e (5D
2 AC_GG_LABW_LabWarelIMs-Stamford
£ AC_GG_LABW_LabWareLIMS-Tavaux

i = :';:}t:gi:z:i 2 AC_GG_LABW_LabWareLIMS-Val oK Cancel Apply
L & A lOFT || BRAC.GG LABW LabWarelIMS-Welland Security Group - Global
s 1 APPLWSP £ AC_GG_LABW_LabWareLIMS-WestDeptford Security Group - Global
L 5 APP M20) £ AC_GG_LABW_LabWareLIMS-Willowisland Security Group - Global

10.For this particular Work Order, repeat action to the group AC_GG_LABW_LabwareLIMS-Val. Please read the description to know what action needs to
be taken, every Work Order can differ slightly.

M EHY @ | ew L M LD REDE| @ W ST & @

> 5] APPGSYNC  ~ || Name - s Live Communications Address
> & ﬁsg&)"‘s 2 AC_GG_LABW_LabWarelIMS-Lansol ACGGLABY IMS-Val Prop : .
> 5 APP
> B Ao rEoS 82 AC_GG_LABW_LabwarelIMS-LaRochelle Corera TR Viortes o [ iarazed By
SNl 22, AC_GG_LABW_LabWarelIMs-Liyang
> (& APP_HELMS
S & AP HXGW 22, AC_GG_LABW_LabWarelIMS-LockHaven Members:
& AP DM 2 AC_GG_LABW_LabWarelIMS-LongBeach Name Active | Contacts, Compute s, or Groups
s B AP IDNW 22, AC_GG_LABW_LabWareLIMS-LongView 263040600 eusso o
. Select this obj
. & APPIDQA 2 AC_GG_LABW_LabWareLIMS-lyon 2, Abis, Isadora  eua.so| eobec Ve
» &1 APP.inWebo H2,AC_GG_LABW_LabWarelIMS-Marietta 2 Abusieme, Julio eua.so| | Users, Service Accounts, Groups, o Other objects Object Types...
> & ArpIOXP 22, AC_GG_LABW_LabWareLIMS-Marshallton & Addington, D... eu2.50/ From this ocation:
> (51 APPIPAM 2, AC_GG_LABW_LabWarelIMS-Massa 5‘*9“_“7”'5" U850 |41 solvay.com Locations...
> [E] APPIRM 82 AC_GG_LABW_LabWarelIMS-MtPleasant ;V‘!“f"ya- Apexa  eua.so
5 &1 APPISOPLAN || 4% AC_GG_LABW_LabWareLIMS-MuangRayong y:‘:zm*g“;' - 5“5-: Enter the object names to select (examples):
eus
> & ApPIUCL 2, AC_GG_LABW_LabWarelIMs-Oldbury 2 m) Check Names
2 Alen, Jason  euaso
> (5] APPENKINS || % AC_GG_LABW_LabWarelIMs-Orange 2 Avarez, Edgar  eua.so
> 31 APPUMP_MS. || &% AC_GG_LABW_LabWareLIMS-Oudenaarde 2 ALv7164 oua.sol
> [E] APPKMS2.NC X
_ KMS2 22, AC_GG_LABW_LabWareLIMs-Panoli & Ambokar, Shr.. euaso | agvanced.. oK Cancel
> (5] APPKMS2 PRC || 8 AC GG_LABW_LabWareLIMS-Rayong 2 Anderson, lan  eua.so|
> (&1 APP_KPPG 2 AC_GG_LABW_LabWareLIMS-Rosignano < >
21 APP_LABBOX 2 AC_GG_LABW_LabWarelIMS-Shreveport
2l : :—tﬁmﬁ . || BAc 66 1ABW LabWarelMs-Spinetta (2 (=
’ ;j b Ucene « || BRAC.GG_LABW. LabWareUIMS-Stamord
> <
- || BB AC_GG_LABW_LabWarelIMS-Tavaux
> B AFPLICENSE] 8 AC_GG_LABW_LabWareLIMS-Val oK Cancel blic]
> [&] APP_LICENSE < e e
s B APPLOFT 2, AC_GG_LABW_LabWarelIMs-Welland Security Group - Global
s B APPWSP 2, AC_GG_LABW_LabWareLIMs-WestDeptford Security Group - Global
> B APP.M20) 22, AC_GG_LABW_LabWareLIMs-Willowisland Security Group - Global
R BB AC GG 1ARW | ahWaral INS_Zhaniiana Qarit Grain - Glahal

for validation It is same, every user will be added to AC_GG_LABW_LabwareLIMS-Val

Now User is Added to the particular AD Group based on requirement in Labware

For syensqo please submit a ticket using this link, And ask the team to add user in OTier1ServersOperators-R99P833-APP_LABW AD group
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