Information and Cyber Policies

Information &
CYBER SECURITY
Policies

Standard

e Specific requirements urity.
e Minimum Irity that ) 1 must meet
¢ Recommendation on how the standard must be implemented

Tactical Requirements

e Gives tactical guidelines for the implementation of a policy
when the standard is not ready yet

Procedure

e Steps that are performed to implement standards and satisfy
controls / control objectives.




Policies, Standards and Training

You can find here the policies and standards related to Information and Cyber Security and their
associated training.

Policy & Standard Document Links Link to Training

Information and Cyber Security Policy

IT Acceptable Use and Security Policy

IT Acceptable Use and Security Policy

Bring Your Own Device Policy

Data Classification Policy

Data Classification Policy

Identity and Access Management Policy Identity & Access Management Policy Training

©  Authentication Management Standard
© Privileged Access Management Standard

Asset Management Policy Asset Management Policy Training
Network Segmentation Policy Network Segmentation Policy Training
Operations Security Policy Operations Security Policy Training

© Data Handling Standard
© Encryption Standard
© Security System Logging Standard

Communication Security Policy Communication Security Policy Training

Business Continuity Management Policy Business Continuity Policy Training

Physical & Environmental Security Policy Physical & Environmental Policy Training

Human Resource Security Policy Human Resource Policy Training

Information Security Incident Management Policy Information Security Incident Management Training

© Incident Response Plan

Legal and regulatory requirements

© Contact Us!

System acquisition, development, and maintenance Policy System Acquisition, Dev, & Maintenance Training
Cybersecurity Policy for IT Third Party Vendors

© Third Party Risk Management Standard

Cloud Security Standard

*A SUMMARIZED VERSION OF ALL POLICIES CAN BE FOUND HERE

btocked URL

Links to End User Specific Policies

Cyber Security Risk Exceptions:

Links to:


https://aodocs.altirnao.com/drive/redirect/syensqo.com/UZsLz0z9KG7R3sJv1f
https://aodocs.altirnao.com/drive/redirect/syensqo.com/UZsMT7pvIbG7Yk4wYw
https://drive.google.com/file/d/1D4M8_pG214aeLgJozfxzBQB5Cu_AqNms/view?usp=sharing
https://aodocs.altirnao.com/drive/redirect/syensqo.com/UZsLzG83aYgvdTJech
https://aodocs.altirnao.com/drive/redirect/syensqo.com/UZsMFdCAN0JUhp8SQP
https://drive.google.com/file/d/1FgDeDkGTACrXflylFTfGeqEU21p9pGh4/view?usp=sharing
https://aodocs.altirnao.com/drive/redirect/syensqo.com/UZsLqeXsLhEP5IEihO
https://aodocs.altirnao.com/drive/redirect/syensqo.com/UZsMKiA7sgjXWWborf
https://aodocs.altirnao.com/drive/redirect/syensqo.com/UZsMTNJ8JhwukzBnb6
https://drive.google.com/file/d/1BrevJzOQKXE3l2dA-Z6zH9OmxLAB5VGr/view?usp=sharing
https://aodocs.altirnao.com/drive/redirect/syensqo.com/UZsLhg105VtSZBjTs3
https://drive.google.com/file/d/1gkwdXG3fjQI5uj_V6EdMuTmxbkpMe4Ef/view?usp=sharing
https://aodocs.altirnao.com/drive/redirect/syensqo.com/UZsLk8b8gO5r7jXBMW
https://drive.google.com/file/d/1iJpVxVBeNxdWHutYooBpOFLQL2n7H1Bf/view?usp=sharing
https://aodocs.altirnao.com/drive/redirect/syensqo.com/UZsLdQkAOps9NOUIgr
https://aodocs.altirnao.com/drive/redirect/syensqo.com/UbNp2xgshzPJxcoQA6
https://aodocs.altirnao.com/drive/redirect/syensqo.com/UZsLjME1Y67ivwsmis
https://aodocs.altirnao.com/drive/redirect/syensqo.com/UZsLkPx2m2Gf8sTkaH
https://drive.google.com/file/d/1UTM3nu21e2lk7ThIA95FOSP-XhWWBbLb/view?usp=sharing
https://aodocs.altirnao.com/drive/redirect/syensqo.com/UZsLftcvwNZKYxJDcW
https://drive.google.com/file/d/1JRVU49P5PC5XK2jTySJSvXj3VcUoCFDs/view?usp=sharing
https://aodocs.altirnao.com/drive/redirect/syensqo.com/UZsMRYw0hvWVshGXtn
https://drive.google.com/file/d/1IftW32GshYi97a5K2C28aQtarcAzcy7I/view?usp=sharing
https://aodocs.altirnao.com/drive/redirect/syensqo.com/UZsLnzH8PspIaHpXHD
https://drive.google.com/file/d/1jQiifI8Q9rW_dEHrnSOPQIBKP9hUkkdo/view?usp=sharing
https://aodocs.altirnao.com/drive/redirect/syensqo.com/UZsLPq48xdDc5nD1Qf
https://drive.google.com/file/d/130oE9sPASuQsdhurQ1LFmEptjoephm6-/view?usp=sharing
https://aodocs.altirnao.com/drive/redirect/syensqo.com/UZsLwA73AHT8rUtlYM
https://aodocs.altirnao.com/drive/redirect/syensqo.com/UnIMP196B7yzkgq8mH
https://drive.google.com/file/d/1USJtYG2YXF9U-h9Y4_j1bzEam83dPY_s/view?usp=sharing
mailto:ciso-office@syensqo.com
https://aodocs.altirnao.com/drive/redirect/syensqo.com/UZsMf1DwADYuIys3QP
https://drive.google.com/file/d/1Pq_YDe97znbugl2QsbBkkUcpvYUL5Vul/view?usp=sharing
https://aodocs.altirnao.com/drive/redirect/syensqo.com/UZsMI5RzpW2FYtN5lj
https://aodocs.altirnao.com/drive/redirect/syensqo.com/Uf3yss3yYfV3ccv2Oz
https://aodocs.altirnao.com/drive/redirect/syensqo.com/UZsMiOH9hd6tY0jJ8o
https://aodocs.altirnao.com/drive/redirect/syensqo.com/UZsMb4w0oEp8kmuLaF
https://wiki.solvay.com/download/thumbnails/794919555/image2022-11-8_14-24-11.png?version=1&modificationDate=1667888652627&api=v2
https://aodocs.altirnao.com/drive/redirect/syensqo.com/UZsMT7pvIbG7Yk4wYw
https://aodocs.altirnao.com/drive/redirect/syensqo.com/UZsLzG83aYgvdTJech
https://aodocs.altirnao.com/drive/redirect/syensqo.com/UZsMFdCAN0JUhp8SQP
https://docs.google.com/document/d/1GWz8DRXd0nsbxFMmc4qUgXZSGgn0rDLaGGZ5z1gpUDc/edit?usp=sharing
https://docs.google.com/forms/d/e/1FAIpQLSfMY_dPBwKBkivszdxhadaT1ZV7SyJfMyC5_iIPkB2cc7qOtA/viewform



https://wiki.syensqo.com/display/GSS/Governance
https://wiki.syensqo.com/display/GSS/Risk
https://wiki.syensqo.com/display/GSS/Compliance
mailto:ciso-office@syensqo.com
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