BW Authorizations

® Catalog of roles and authorizations objects used for each BW ® Display Calculation View node from HANA view
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® Old documentation - no more used today in actual WBP
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Catalog of roles and authorizations objects used for each BW applications :

Link to the google doc :

Old file managed by SoonAik WEE :

https://drive.google.com/file/d/1ibLr8rVvsplr8UX49hVHORX-m3Ko5YNK9IOQfTJ-F2M/view

WBP Security Matrix

Link to the matrix :
Authorizationmatrix.xls
Link for the documentation :

https://drive.google.com/file/d/15JsFIJ9IGwiDJIXjuMIplAeJprKyTOGb4MTVB-cjf7MU/view

How to check user authorization

First, you need to know:

1. Username of the user

2. The query name that user use

3. Selection criteria that user enter at Prompt

How:

1. Go to Tcode: RSUDO

2. Enter username of the user and click on 'Start Transaction'

Execute as User with Restricted Authorizations

Anzlhysis

Execute as User |[bgerardai | [with Log

Start Analysic [®  start Transaction
Mo logs recorded at prasent i Display Log

Be careful when using customer exits I How does this work?

Possible Transactions:
(®)RSRT

()Reporting Agent Monitor
("JPlanning Fidrs

(' Planning Workb. BPSO
(JMDX Test

(VRSDRI Debug Program

3. Enter query name and click on 'Execute + Debug' by selecting 'Execute and Explain


https://wiki.syensqo.com/display/TECHREP/Display+Calculation+View+node+from+HANA+view
https://drive.google.com/file/d/1ibLr8rVvsplr8UX49hVH0Rx-m3Ko5YNK9IOQfTJ-F2M/view
https://drive.google.com/file/d/1BJfHJ7pQ1_4YvQGd5LVOIqX8HVUDMKbt4qcFrDc227Y/view
https://drive.google.com/file/d/15JsFlJ9IGwiDJXjuMIpIAeJprKyT0Gb4MTVB-cjf7MU/view

Query Monitor

(@rExecute |[(BrExecute + Debug | .|(@ Generate Report | .| Properties |[(8 Messages |(@ Help Texts |[S Generation Log |

[E Performance Info ][E Technical
= ABAP Web |[[Z 1ava web |

Execute and Explain
Execute in Safe Mode

& Query Variants |[Z8 165 Test |[% Get varant |[% create Variant |

Query [cUB_PUR01/GSV_QRY_CUB_PUR01_CVRE_040000 &)
Query Display [ List v| (% Parameter1 () Parameter 2
4. Mark option 'Authorization Log'
[E Log Selection x
IE Authorization Log
1 =[] Formatting of Information on Variables
'+ [ Explanation of the Settings on the Front End
|' * [ ] Information about Planning
4+ [ TransientProvider Declaration Based on ODP
4 * [ Explanation of Hierarchies
* [ | Report-Report Interface - Overview of Mapping Table
* [ | Exception Aggregation in SAP HANA/BWA
* [ Details of Quantity and Currency Translation
5. Enter selection criteria same as user, Then click on 'Execute’
[= Number of PO lines E
1| Time (From... to... ) (Mandatory) (%) [ [o1.01.2015 G| To[31.01.2015 & i L
Tfrget Currency (Single Value, Required) EUR & | Euro E
] lier Code (Sel =
gﬁﬁ;p‘u)p ier Code (Select option, @ - l— Tol— & E
Zone (of the company) EF . | 15—3' Tol E E
Country (of the company) E = | (5 Tol E E
Geographic Site (of the plant) @ | % | Empty Demarcation E
h ! , =
EL;rtCioﬁgl\?g Organisation (Select option @ l— Tol— ml E
DSF / Domain (Select option, Optional) | To| = La]
DSF / Segment (Selection Option) To| = La]
Material Group(Select Option, Optional) Tol I.C_-':ll E
Material (Select Opt, Optional) To| & LA
Purchasing Group 3 TOI = E
Concatenation Matarial/Plant @F | To| [&] E
Material Type &= [~] [zmat To| LA
PO Number (Select option, Optional) @F . | (=] Tol 1 E
egﬁ]c:.;nt Assignment Category (Single E I— Empty Demarcation E
Support of Costs (Selection Option) @F | El Tol ﬁl E
g;%%?]lg\% card number (Select option, @l_.= I— & Tul— & E
lobal Busi I i = =
gptkamgssmess Unit (Select option, EI: I Tol @ E
Business Unit (Select option, Optional) @ = | (=g Tol El E E
Cormany Cods utrorzton weh o, [T o1 [ (@[ &
z:&t}rsiﬁuthortmn with input select @ l— & Tol— E

6. The result will be the same as user. In this case, if there is authorization problem, it will show as below




BW - output test
Relational browse | Key Figure Definition

BW - output test

Key Figure Detal Menu w P B5

Messages:

"No Authorization

Bdditional information:
Free chars:

Infolbject Hams Hierarchy Name
C_EREPTO Eeturns item

C_VENDIER Supplier RCS Code

C_PES Supplier KPS

. Click back button, the system will explain why this user does not have authorization.

Display Error Log
9 Print Document EaSa\re Document Update Display

Presentation Options

Input Help and Variables Check Components

[ Attribute Authorizations [/|Relevant InfoObjects
["Value Authorizations [¥|InfoProvider Checks
["INode Authorizations [v|Authorization Check

Optimizations
["|Buffering of Authorization Data

Authorization Check Log

For a general description see the Note 1234567

Date and Execution Time (Local Server)

Execution Date: 29.07.2015

Execution Time: 16:03:52

Executed Query: CUB_PURD1/GSV_QRY_CUB_PURD1_CVA_0D40000
Transaction RSRT { BW - output test )

Executed by User GBRUN

Executed with Analysis Authorizations of Another User BGERARDI

Software Component Release Level Support Package

SAP_BASIS 731 |0011|SAPKB73111
SAP_ABA 731 |0011|SAPKA73111
SAP_BW 731 [0011|SAPKW73111
InfoProvider Check

Building the Buffer...
...Building buffer

Are there authorizations for accessing InfoProvider CUB_PURD1 with activity 037
Authorization exists for general access to InfoProvider CUB_PURO1 with activity 03 ¢



Relevant Characteristics for Detaied Authorization Check
(Characteristics with Full Authorization Are Not Listed!)
List of Effective Authorization-Relevant Characteristics for InfoProvider CUB_PURO1:

Characteristic
0COMP_CODE|

OTCAACTVT

Authorzation Check
Detail Check for InfoProvider CUB_PURO1

Preprocessing:
Selection Checked for Consistency, Preprocessed and Supplemnented As Needed
End of Preprocessing

Filing the Buffer...
...Buffer Filled

Main Check:

Subselection (Technical SUBNR) 0
Supplementation of Selection for Aggregated Characteristics
Check Added for Aggregation Authorization: 0COMP_CODE

Authorizations missing for aggregation (":")

Char. 1

0COMP_CODE|TEQ #,..

Entries marked with red do not have aggregation authorization

The authorization check stops here as this selection is no longer needed

Message EYEDO7: You do not have sufficient authorization
No Sufficient Authorization for This Subselaction (SUBMR)
Authorization Check Complete

You can find further details about the aggregation authorization check in the Mote 1140831

How to do authorization trouble shooting

After BW upgrading, the authorization way has changed a lot.

The DSO DPBWAUOL1 will not be used any more.

=~ €@ BW Users and Authorizations

] [H RSDS DTS_DPBWALODL PC_FILE -
[> (3 Data Transfer Processes

0TCA

DPBWALIDL
0GLEYDTVDBR2QZ...
DPBWALIDL

Instead, security team will change authorizations directly into roles (for companies, plants, families, etc. ) .

O |ZR_PLFAP_CA_pD1 (@ |31.03.2014

31.12.9999 |Anahrsls company - All ASIA PACIFIC companies

3 kinds of réles are used to control authorizations:
= Roble menus

" Application menus
" Perimeter Menus

How to find all existing roles
1. Go to TCode PFCG

2. Select réle "ZR_RCS_ALL_MENU" and click on the glass



Role Maintenance

i o Transactions
Role ZZR_RCS_AI.L_HE.IM IE”@ |D Single Role ||D Comp. Role | |@"§|

Mame

3. In the "Réles" tab, see all existing roles

Display Roles
%% ®otherrole | c»

Role
Role ZR_RCS_ALL_MENT
Description Role composite with al role MenuEE

pescription / «feRoles | @ Menu | @ User | éFpersonaization

a
Role Name Target sys acud
ZR_RCS_CA_M01 PU - Purchasing for plants user system ¥~
ZR RCS_CA M02 GSV - Global Spend Visibilty user system il
ZR_RCS_CA_M03 M - Stocks user system =
ZR_RCS_CA M04 SPRINT user system &
ZR_RCS_CA_M0S FIAR - Account Receivables user system =
ZR_RCS_CA_MO0S_TEST_BI7 Monitoring Overdue customer Invoice user system ¥
ZR_RCS_Ch_M06 FIAP - Account Payables user system il
ZR_RCS_CA_M07 TR - Transportation costs user system =
ZR_RCS_CA M08 PM - Plant Maintenance user system il
ZR_RCS_CA M09 PS - Project Costs user system =
ZR_RCS_CA M10 CATS - Time sheet user system i
ZR_RCS_CA M11 COPC - Production Costs user system =
ZR_RCS_CA_M12 PL - P&L Reporting user system W &
ZR_RCS_CA M13 Materials list excluding from VS prod... user system Fild
0 0

Or the authorization matrix to know which one is still active ( topic BW Catalog of roles and authorizations objects used for each BW applications )

How to find role basing on query name

In case if user already know the query eg. BW_QRY_MVCOPAO01_0004 and you want to find a role to access that user, you can
1. SE16 on table /BIC/ADBAUTHO0400 (active table of DSO DBAUTHO04)

Enter selection



< SAP Data Browser: Table /BIC/ADBAUTHO0400: S

TCTIOBJNM
/BIC/C_SOURQRY
TCTQUERY
fBIC/C_VALAUTH
TCTOBJVERS
fBIC/C_LOW2
/BIC/C_HIGH2
TCTROLE

RECORDMODE
fBIC/C_IOBJNM4
/BIC/C_VNAM
fBIC/C_IOBJNM3
/BIC/K_NBUSERS
/BIC/C_TYPSOUR
/BIC/C_OBJSTAT
TCTSYSID
fBIC/C_IFAREA
/BIC/C_RSTREAM
fBIC/C_IOBJNMS

You will get

v (& 3 (© [E MNumberofEntries Cancel

BW_QRY_MVCOPADL_O..

i

|
’
|

|t0

[B)

ZBI_RCS_*A* |10

Naming
convention of
application role

Table: /BIC/ADBAUTH0400

2% TCTIOBJNM /BIC/C_SOURQRY TCTQUERY

L] |0CO_AREA MVCOPAO1

0CO_AREA MVCOPAO1
0CO_AREA MVCOPAO1
0CO_AREA MVCOPAO1
0CO_AREA MVCOPAO1

CPFCTR1_2 MVCOPAO1
CPFCTR1_2 MVCOPAO1
CPFCTR1_2 MVCOPAO1
CPFCTR1_2 MVCOPAO1
CPFCTR1_2 MVCOPAO1
C_COMPCDE MVCOPAO1
C_COMPCDE MVCOPAO1
C_COMPCDE MVCOPAO1
C_COMPCDE MVCOPAO1
C_COMPCDE MVCOPAO1
C_COMPCDE_.. MVCOPAO1
C_COMPCDE_.. MVCOPAO1
C_COMPCDE_.. MVCOPAO1
C_COMPCDE_.. MVCOPAO1
C_COMPCDE_.. MVCOPAO1
C_COMPCDE_.. MVCQOPAO1
C_COMPCDE_.. MVCOPAO1
C_COMPCDE_.. MVCOPAO1

ooooooooooooooocooooaoao

BW_QRY MVCOPAO1 0004
BW_QRY_MVCOPAO1_0004
BW_QRY_MVCOPAQ1_0004
BW_QRY_MVCOPAO1_0004
BW_QRY_MVCOPAO1_0004
BW_QRY_MVCOPAO1_0004
BW_QRY_MVCOPAQ1_0004
BW_QRY MVCOPAO1 0004
BW_QRY_MVCOPA01_0004
BW_QRY_MVCOPAQ1_0004
BW_QRY_MVCOPAQ1_0004
BW_QRY MVCOPAO1 0004
BW_QRY_MVCOPAO1_0004
BW_QRY_MVCOPAQ1_0004
BW_QRY_MVCOPAO1_0004
BW_QRY MVCOPAO1 0004
BW_QRY_MVCOPAO1_0004
BW_QRY_MVCOPAQ1_0004
BW_QRY MVCOPAO1 0004
BW_QRY_MVCOPA01_0004
BW_QRY_MVCOPAQ1_0004
BW_QRY_MVCOPAQ1_0004
BW_QRY MVCOPAO1 0004

How to find the user's réles

1. Go to TCode SUO1

/BIC/C_VALAUTH
7Bl NETBACK
7BI_PL_GBU
ZBI_PL_GBU
ZBI_PL_GBU
7Bl PL_GBU_K
7BI_NETBACK
ZBI_PL_GBU
7Bl PL_GBU
ZBl_PL_GBU
ZBI_PL_GBU_K
ZBI_NETBACK
7Bl PL_GBU
7BI_PL_GBU
ZBI_PL_GBU
ZBI_PL_GBU_K
7Bl NETBACK
7BI_PL_GBU
ZBI_PL_GBU
7Bl PL_GBU
7Bl PL_GBU_K
ZBI_NETBACK
ZBI_PL_GBU
7Bl PL_GBU

Technical
guery hame

TCTOBJVERS

T P PRk kD P PR IR P IR IR IR R I PRI DR B

MBIC/C_LO.. /BIC/C_HIG.. TCTROLE

*

*

*

ZBI RCS FI A35
ZBI_RCS_FI_A33
ZBI_RCS_FI_A37
ZBI_RCS_ODYSSEY_A01
ZBI_RCS FI_A34

"ZBI_RCS_FI_A35
ZBI_RCS_FI_A33
7Bl RCS FI A37
ZBI_RCS_ODYSSEY_A01
ZBI_RCS_FI_A34
ZBI_RCS_FI_A35
7Bl RCS FI A33
7BI_RCS_FI_A37
ZBI_RCS_ODYSSEY_A01
ZBI_RCS_FI_A34
ZBl RCS FI A35
ZBI_RCS_FI_A33
ZBI_RCS_FI_A37
ZBl RCS ODYSSEY A01
ZBI_RCS_FI_A34
ZBI_RCS_FI_A35
ZBI_RCS_FI_A33
7Bl RCS FI A37




2. Choose the user and click on the glass

User Maintenance: Initial Screen

O & ¢ 004 =A

=== T
User Lmnnml J

Alias

3. Go to "Roles" tab and see the réles authorized for this user

Display Users
V2
User |BGERARDL
Changed By ADMSAR 28.07.2015)01:01:51 Status

Address - Logon Data SNC - Defaults

Reference U:

[C2)

Role Assignments
[ER| status Role
ZBI_RCS_FI_AG4
ZBI_RCS_IM_AD2
ZBI RCS_PU_AQ2
ZBI_RCS_TR_AD2
ZR_00065_CA_POS
ZR_RCS_BCS_MOO1
ZR_RCS_CA_MO2
ZR_RCS_CA_M04
ZR_RCS_SPRINTZ_AD1
ZR_TOUT2_CA_P11
ZR_TOUT_CA_PO1
ZR_TOUT_CA_PO2
ZR_TOUT_CA_POS
ZR_TOUT_CA_PO7
ZR_TOUT_CA_PO8B
ZR_TOUT_CA_P10

(=] =]

O0fdo00DDDoOoCoDOO

Issues Réle menu

Description :

Parameters ' Roles. Profiles

T | start Date
@ 20.01.2011
@ 20.01.2011
@ 20.01.2011
@ 20.01.2011
@ 25.06.2015
@ 30.07.2014
@ 20.01.2011
@ 24.04.2015
@ 26.06.2015
@ 25.06.2015
@ 20.01.2011
@ 22.06.2015
@ 01.07.2015
@ 01.07.2015
@ 01.07.2015
@ 01.07.2015

Saved

Groups | Personalzation | Lic. Data

1]
End Date Role name
31.12.9999  Overdue Vendors Invoices Analysis - End User role
31.12.9999  Stock Analysis - End User Role
31.12.9999  Purchasing Reporting for plant - End User role
31.12.9999  Transport Costs Analysis - End User Role
31.12.9999  Analysis Global Business Unit - ENGINEERING PLAS,
31.12.9999  User Basis Functions
31.12.9999  GSV - Global Spend Visibility
31.12.9999  SPRINT
31.12.9999  SPRINT 2 - End User role
31.12.9999  Analysis Area SPRINT - WW Area SPRINT
31.12.9999  Analysis company - All Companies
31.12.9999  Analysis for All Plants
31.12.9999  Analysis Global Business Unit - All GBU's
31.12.9999  Analysis company - All Companies PRS
31.12.9999  Analysis Area PRS - All Area PRS
31.12.9999  Analysis GL TYPE - All Account Working Capital T,

The user can't see a r6le menu containing queries or workbooks

Solution :

1. Find the menu rdles authorized for this user (ending with Mxx)

2. Compare with the list of all existing menu roles

a

W SRR

3. Find the missing réle and ask security team to add it to the user's authorizations.

Issues Application menu

Description :

The user can see a query in a role, can't execute it.

Solution :

1. Find the application réles authorized for this user (ending with Axx)

2. Compare with the list of all existing application réles

3. Find the missing réle and ask security team to add it to the user's authorizations.



Issues Perimeter menu

Description :

The user can see a query in a réle, can execute it, but can't access to a defined perimeter (Company, Plant, ...)

Solution :
1. Find the perimeter roles authorized for this user (not ending with Mxx nor Axx)
2. Compare with the list of all existing perimeter réles

3. Find the missing réle and ask security team to add it to the user's authorizations.

Old documentation - no more used today in actual WBP application

And we can check user’s perimeters by checking table /BIC/ADPBWAUO0100 in SE16.

G} Don't use

The former way of checking authorization object by RSSM is no longer applicable use RSECADMIN to check.

Management of Analysis Authorizations

Authorizations User Analysis

Authorizations

=
& Ind. Maint. éF

oo -
|u*n?n Mass Maintenance |

| " Generation |

| ﬂ. Transport |




Maintain Authorizations: Initial Screen
[

3| M Active/Modified @
zel (9

Maintain Authorizations: Z_PS Display

3. We can also use RSECADMIN to “Execution as” a user’s account, and then check logs to troubleshoot.

+Important : before to do it, you have to add some breakpoint on the Class Builder (SE24) to change the actual user because if not the user tested it
will be your and not the user entered (execution as)



K|

After you can use the RSECADMIN

Management of Analysis Authorizations




Execute as User with Restricted Authorizations

® RSRT
(") Reporting Agent Monitor
(" Planning Fldrs

(") Planning Workb. BPSO
) MDX Test

) RSDRI Debug Program

4. For some authorization objects ( Z_PS kind of things ), sometimes a dimension might be missing. For example, CPFCTR1_2 was missing for PS.
Then when we troubleshoot with a user’s account, it prompts “No authorization” and in the log, it shows CPFCTR1_2 is empty. Then we add the
dimensions in Z_PS and it's ok.

Maintain Authorizations: Z_PS Display
|'??ﬂnm{—}l)hlhr|| I Activate ||ﬂ§’l]sage ||ﬁ ]Ifnmntnn|

last Changed:  GTHEVENE  04.07.2014 O
Betive

EECD EEN EEDE

El [+]
El [+]
=

=

5. For dimensions with [] as below, if they exist in a query, we need to add filters for them in the Query Designer. The filters can be one of the three
kinds:

® User selection filters
® Authorization filters
® Customer exit filters



Maintain Authorizations: Z_PS Display
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horization C .

Security Team Contact: shs-is-appli-sd-securite@solvay.com
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