User can't see confidential documents

Introduction

This page explains how to to investigate about access rights.

Prerequisite

In order to investigate you must have have access to the administration interface: https://sinequa-prod.syensgo.com/admin
The search interface https://ehs-all-search.syensgo.com/search allow you to see all docs (also confidential docs) and jump to the XECM interface.

To allow you to see all docs in Sinequa even if you don't have access in XECM you must change this mapping rule in the Domain mappings: https://sinequa
-prod.syensgo.com/form?form=mappings&datatype=mapping&dataname=

Domain mappings are used to match users and/or groups from different security domains together.

Domain mappings # Domain Mappings
Name Description
Google LDAP

Google LDAP_foracdocs
SVC-000492
SVC-000492-xecm
XECM_Admin_Syensgo_team
XECM_Production_LDAP
xECMV_Validation_LDAP

xECMV_Validation_L DAP_foraodocs



https://sinequa-prod.syensqo.com/admin
https://ehs-all-search.syensqo.com/search
https://sinequa-prod.syensqo.com/form?form=mappings&datatype=mapping&dataname=
https://sinequa-prod.syensqo.com/form?form=mappings&datatype=mapping&dataname=

Domain Mapping % XECM_Admin_Syensqo_team 4= Close  Edit £ More acti
Name  xECM_Admin_Syensqo_team
Description
Mapping type manual
Manual Mapping ~

Domain A IdA Name A DomainB I1dB Name B Bidirectional

LDAP $-1-5-21-606747145-1383384898- xECM_Prod -1
1801674531-446148 uction

LDAP $-1-5-21-606747145-1383384898- xECM_Prod -1
1801674531-120999 uction

LDAP $-1-5-21-4105863990-410489474- xECM_Prod -1
642340131-88087 uction

LDAP $-1-5-21-606747145-1383384898- xECM_Prod -1
1801674531-719585 uction

LDAP $-1-5-21-4105863990-410489474- xECM_Prod -1
642340131-112927 uction

LDAP $-1-5-21-606747145-1383384898- xECM_Prod -1
1801674531-843756 uction

LDAP $-1-5-21-4105863990-410489474- xECM_Prod -1
642340131-112225 uction

LDAP ruaus297 xECM_Prod 1000

uction
LDAP boll5460 xECM_Prod 1000
uction

This rule says:
The user boll5460 of the LDAP is mapped to the XECM group #1000 (=Admin)

The id of the group is in this file: E:\sinequa\data\configuration\domains\xECM_Production\xECM\content.xml (populated by the Domain/partition /XECM_Pr
oduction/xECM/ imported from XECM) :

fid>

Check if the documents is confidential

Goto https://ehs-all-search.syensgo.com/ and search for the confidential doc .

Ex: search for Supersol ADMU V2


https://ehs-all-search.syensqo.com/

NEW SEARCH...
I Supersol ADMU V2 Baskets Saved Queries Alerts Options Help Tutorial SDS Request Form Autodeclaration Raw Material RegWatch ToxEcotox reports List of SDS variants by country

For searching using Material code (for ALL GBUs) and MSDS No (Composite Materials only), please use the Advanced Search

For some countries we have to use a dedicated SDS variant to comply with local regulations. For the others, we rely on the more generic "United Nations" variant ("SDS_UN"). to consult which variant is

click on the button List of SDS variants by country above

ol - Supersal ADMU V2 ANSWERS 1 - 20 OF 12023 o
Sert by { Ralsvanca v | CEi22iC00Tn GE REA
SUPERSOL ADM U V2 / SDS - NORTH AMERICA / USA / ES WEH
s SUPERSOL ADM U V2 Fecha de revision 02/28/2024... 1.1 Identificador del producto SUPERSOL ADM U V2 - Nombre comercial... SUPERSOL ADM U V2... Etilenodiamina SUPERSOL ADM U V2... 15/ 24
':":lu'.:'u Etilenodiamina FICHA DE DATOS DE SEGURIDAD Dietanolamina SUPERSOL ADM U V2... Distanclamina SUPERSOL ADM U VZ... SUPERSOL ADM U V2 / 5DS - NORTH AMERICA [ USA / ES 5
[ — (athe %ECM properties =
SUPERSOL ADM U V2 / SDS - EUROPE / NETHERLANDS / NL =
SUPERSOL ADM U V2 Herzieningsdatum 03.01.2024... Handelsnaam SUPERSOL ADM U V2 ... UFI EVVX-TGXA-04AV-VUSW... 603-071-00-1 SUPERSOL ADM U V2 Indexnr.... SUPERSOL ADM U V2... STOT =
BAEEE . SUPERSOL ADM U V2 STOT bij eenmalige ... toxiciteit NOAEL:... Biologische afbreekbaarheid SUPERSOL ADM U V2... 20 / 21 VEILIGHEIDSINFORMATIEBLAD SUPERSOL ADM U V2 Herzieningsdatum
“*  03.01.2024... SUPERSOL ADM U V2/ 5D5 - .../ NL
Document in cache xECM properties EN
SUPERSOL ADM U V2 / SDS - EUROPE / BELGIUM / NL Aror|
SUPERSOL ADM U V2 Herzieningsdatum 02.01.2024... Handelsnaam SUPERSOL ADM U V2 - UFT EVWX-T6XA-04AV-YUSW... 603-071-00-1 SUPERSOL ADM U V2 Indexnr.... SUPERSOL ADM U V2... STOT bij Aror]
Dq\_}l;lEl herhaalde blootstelling SUPERSOL ADM U V2... 12.5 R.esultatan van PBT- en zPzB- SUPERSOL ADM U V2 beoordeling Hamenmgsdatum 02.01.2024 ... 0,1% of hoger.... SUPERSOL ADM U V2 / SDS - ... / NL é’n‘:':
Document in cache xECM properties Corr
Nov
Click on Document in cache:
s
CLOSE mOriginal document C
- FICHA DE DATOS DE SEGURIDAD
Direct access
SUPERSOL ADM U W2
NI e E e Fecha de revisidn ez/28/2e2
Rel. t extract: . . oz - N
LI} evan racts SECCION 1. Identificacién de la sustancia o la mezcla y de la scciedad o la empresa
q Supersol
1.1 Identificador del producto SUPERSOL ADM U w2
(LK | ADMU - Nembre comercial
H 4 v2 1.2 Usos pertinentes identificados de la sustancia o de la mezcla y usos desacensejados
K] Other terms usos de 1a sustancia / mezcla i
- Lubricante para trefilado
H 4 ‘Words
= I Usos desaconsejados
oK - ercsel
I —— .
Observaciones
- Este producto puede contribuir rdpidamente a crear entornos altamente peligrosos en espacios cerrados (por
ejemple, en contenedores IS0, reactores, silos, etc.).
INFORMATION
- Deben realizarse evaluaciones de riesgos antes de manipular este producto o material
Authors
Tt MARTINEZ, Stephane 1.2 Datos del proveedor de la ficha de dates de seguridad
e
SUPERSOL ADM U W2 / 5DS - NORTH A P
Compafiia
USA / ES P
Document modified date
28/02/2024 Solvay USA LLC.,
Indexation time 584 CARNEGIE CENTER PRINCETON N1 @3548, USA
5/6/2025 8:46:16 AM Tel. : +1 683 860 4808
Filename .
OAD6TATS1E251EDERSC4CO2C0114D0s 1.4 Teléfono de emergencia
Path
/xECM/Enterprise/RCSEHS/2024/03-Ma PARA EMERGENCIAS IWNVOLUCRANDO UM DERRAME, INCENDIO, EXPOSICION O ACCIDENTE, COW..INfQUESE
Size CON CHEMTREC (24 horas Himero ): +1-8@@-424-938@ dentro de los Estados Unidos y cCanadd , o +1-7@3-527-3887 para
219 Kb llamadas internacionales por cobrar.
Format
pdf SECCION 2. Identificacidén de los peligros
Type
Document

exposicicnes repetidas, categoria 2

SIMILAR DOCUMENTS PRCO22034136

Aungue la OSHA no ha adeptado la parte ambiental de la normativa del sMA, este documento puede incluir informacidn sobre la

Accass List Py iy N 3
xecm_production|admin group clasificacion/etiquetado ambiental.
xecm_production|Admin . . 3 o . ;
xecm_production|[Content Server Adm 2.1 Clasificacidn de la sustancia o de la mezcla H215: Provoca irritacién cutdnea.
xecm_production|system grou HCS 2@12 (23 CFR 1910.12088 H224: Puede provecar sintemas de alergia o asma o

I ¥ group

xecm_production|Business Administratc Irritacién cutdneas, Categoria 2 dificultades respiratorias en caso de inhalacidn.
wacm_production|Sinequa_User censibilizacidn respirateria, Categoria 1 H317: Puede provocar una reaccidn alérgica en la piel.
JOECI'",DmdUthDﬂ EhEJ:EC"_L_UEErS H3E1: Se sospecha que puede perjudicar la fertilidad o dafiar
xecm_production|ehs_adminit Sensibilizacidn cutdnea, Categoria 1 el feto.
m"“—ij”d’!"" Ets—:d’"”" i Toxicidad para 1z reproduccidn, categoria 2 H373: Puede perjudicar a determinados drganos por
EET_ErEE s s B el exposicién prolongada o repetida.
wacm_production|ehs_bu02_com . e ) .
A En e e Toxicidad especifica en determinados drganos -

If you don't see in the access list the xecm_production|everyone item it means that this document can not be viewed to all employees.

Check access rights of the users

Solution #1



Open a Windows session on the server and execute this command:

D:\sinequa\website\bin\scmd SCUserMembership BE05407 xECM_Production
This command will calculate the effective access rights in Sinequa for the user BE05407 in the Domain xECM_Production.
Have a look at section Member of for the standard user BE054

C:\Users\adms-ruau5297>D: \sinequa\website\bin\scmd SCUserMembership BE@5407 xECM_Production
[2025-06-27 18:52:00 64 bits.NET Framework 4.8.Windows Server 2019 Datacenter 1809 (build 17763)(16 cores, 128 GB) (3600) (oxo\adms-ruau5297 on ASEW1PSINESIN@1l) .Net 4.0.30319.42000
2025-06-27 18:52:00 Sinequa ES 11.10.0.2123
Imemory allocated GC : 3.9 Mb
memory allocated Working Set : 46.1 Mb
pplication.Init ... 64 bits.NET Framework 4.8.Windows Server 2019 Datacenter 1809 (build 17763)(16 cores, 128 GB) (3600)
memory allocated GC : 1808 Mb
allocated Working Set : 303.4 Mb
allocated GC : 180 Mb
allocated Working Set : 477.9 Mb
collect 62 ms GC : 180 Mb -> 143.4 Mb
collect 62 ms WS : 478 Mb -> 464.7 Mb
collect 62 ms PM : 683.9 Mb -> 669.7 Mb
pplication.Init done ok : 4 s 250 ms
Imemory allocated GC : 146.6 Mb
Imemory allocated Working Set : 468.1 Mb
SC loaded ok : 4 s 250 ms
mem collect 31 ms GC : 146.6 Mb -> 143.9 Mb
mem collect 31 ms WS : 468.1 Mb -> 468.1 Mb
mem collect 31 ms PM : 673.8 Mb -> 673.8 Mb
Locking for user: BE@5487 in domain: xECM_Production...
Principal: BE@5487 (xecm_production|167376)

Member of:
everyone (xecm_production|-1)
BE@5407 (1dap|S-1-5-21-606747145-1383384898-1801674531-150129)
BE@5407 (1ldap|S-1-5-21-4105863990-410489474-642340131-2686)
Information & Risk Control_SCO (xecm production|101911)
WWR9SP827MyID_xECM SF_SCO_Employees (xecm production|110875)
WWR9SP827MyID_xECM SinequaEHS_SCO (xecm_production|128509)
CS - Employee (xecm_production|548524)
CS - Manager (xecm production|7620879)

Calculated membership:
BE05407 (xecm production|107376)
BE05407 (xecm production|BE@5407)
everyone (xecm_production|-1)
BE@5407 (ldap|S-1-5-21-606747145-1383384898-1801674531-150129)
Everyone (ldap|S-1-1-@)
Authenticated Users (1danlS-1-5-11)

Compare with the user JLAY having additional rights in xECM:

C:\Users\adms-ruau5297>D: \sinequa\website\bin\scmd SCUserMembership JLAI xECM Production
2025-06-27 19:00:00 64 bits.NET Framework 4.8 Windows Server 2019 Datacenter 1809 (build 17763)(16 cores, 128 GB) (6848) (oxo\adms-ruau5297 on ASEWIPSINESIN®1) .Net 4.0.30319.42080
2025-06-27 19:60:00 Sinequa ES 11.18.6.2123
memory allocated GC : 3.9 Mb
memory allocated Working Set : 46.2 Mb
pplication.Init ... 64 bits.NET Framework 4.8.Windows Server 2019 Datacenter 1809 (build 17763)(16 cores, 128 GB) (6848)
memory allocated GC 236.7 Mb
allocated Working Set 316.2 Mb
allocated GC 236.8 Mb
allocated Working Set : 490.5 Mb
collect 62 ms GC : 236.8 Mb -> 143.4 Mb
collect 62 ms WS : 491 Mb -> 473.3 Mb
collect 62 ms PM : 700.9 Mb -> 677.7 Mb
pplication.Init done ok : 4 s 344 ms
memory allocated GC : 146.6 Mb
memory allocated Working Set : 476.7 Mb
SC loaded ok : 4 s 359 ms
mem collect 31 ms GC : 146.6 Mb -> 143.9 Mb
mem collect 31 ms WS : 476.7 Mb -> 476.7 Mb
mem collect 31 ms PM : 682 Mb -> 682 Mb
Looking for user: JLAI in domain: xECM Production...
Principal: JLAI (xecm_production|103244)

Member of
everyone (xecm_production|-1)
JLAT (1ldap|S-1-5-21-606747145-1383384898-1801674531-488531)
JLAI (1ldap|S-1-5-21-4105863990-410489474-642340131-6798)
R&T - Indus Process Sol IPS Lab (xecm production|99236)
WWR9P827MyID_xECM_SF_SCO_Employees (xecm_production|110875)
WWR9OP827My ID_xECM_SinequaEHS_SCO (xecm_production |128509)
- Manager (xecm_production|151157)
- Manager (xecm_production|151241)
Manager (xecm_production|176000)
- Manager (xecm_production|178993)
- Manager (xecm_production|245445)
- Manager (xecm_production|248537)
Manager (xecm_production|248621)
Manager (xecm_production|268979)
Manager (xecm_production|332301)
Manager (xecm_production|382728)
Manager (xecm_production|410330)
- Manager (xecm_production|413296)
- Employee (xecm_production|425586)
- Manager (xecm_production|458805)
- Manager (xecm_production|492227)
- Manager (xecm_production|492395)
ehs_bu@2_admin (xecm_production|781179)
ehs_bu@2r_admin (xecm_production|777442)

The user is member of the XECM groups:

® ehs_bu02_admin (xecm_production|781179)
® ehs_bu02r_admin (xecm_production|777442)




So this user can see documents authorised to the groups ehs_bu02_admin & ehs_bu02r_admin

If the user doesn't have specific access to XECM groups an access request must be done to the xECM team.

Solution #2

To avoid to open a session on the Sinequa server | created the Sinequa command scusermembership

This command will run this script (G:\scripts\SCUserMembership.cmd) on the Sinequa server:

@Echo on

echo %date% > G:\scripts\output\index.html
echo %time% >> G:\scripts\output\index.html

echolset /p="<pre>" >> test.txt>> G:\scripts\output\index.html

call D:\sinequa\website\bin\scmd.exe SCUserMembership %1 %2 >> G:\scripts\output\index.html

echo|set /p="</pre>" >> G:\scripts\output\index.html

To use it, modify the Arguments field of the Sinequa command:

Command . scusermembership

General Advanced Status

Name  scusermembership

Descri execute Di\sinequ d SCUserl,

TTE |

4 Close (, Startcommand / Edit # More actions ? Help

https://sinequa-prod.syensqo.comoutput/index: tmi

Command type ~ External
Node/ldentity
Runtime () NET Framework 4.6 (3ame as the node)

Command plug-in ;)

E G\script: User ip.cmd

Arguments | JLAI xECM_Production

Output file
Working dir |~ G:\scripts\
Temp dir
Timeout
Exit codes OK
Exit codes KO
Wait

Hidden

p %1 %2 -— ex for arguments: SUN89593 LDAP (or xECM_Production )-- result in

Argument #1 = login of the user

Arguments #2 = Sinequa domain (XECM_Production for xECM but can be LDAP for other investigations)

Run the command.

Then open the page https://sinequa-prod.syensqo.com/output/index.html that contains the result of the command:


https://sinequa-prod.syensqo.com/output/index.html

&« C m 23 sinequa-prod.syensqo.com/output/index.html

Cg Corporate Bookmarks BB 7% ARCHIBUS E notes B Trad @ Maps [ obsenability [ main [J Facilities [J sinequa [ po2 [ Selfy [ Genetec Golden Sourg|

Fri 06/27/2025 14:45:17 33

2025-86-27 14:45:18 64 bits.NET Framework 4.8.Windows Server 2819 Datacenter 1889 (build 17763)(16 cores, 128 GB) (5908) (ox0\SVC-@8@497 on ASEWIPSINESING1) .Net 4.8.38319.42000
2025-86-27 14:45:18 Sinegua ES 11.10.8.2123

memory allocated GC : 3.9 Mb

memory allocated Working Set : 45.9 Mb

Application.Init ... 64 bits.NET Framework 4.8.Windows Server 2019 Datacenter 1809 (build 17763)(16 cores, 128 GB) (596@)
memory allocated GC 1 232.3 Mb

memory allocated Working Set : 388.2 Mb

memory allocated GC 1 232.3 Mb

memory allocated Working Set : 474.7 Mb
mem collect 47 ms GC : 232.3 Mb -> 143.4 Mb
mem collect 47 ms WS : 474.9 Mb  -» 458.5 Mb
mem collect 47 ms PM : 685.6 Mb -» 663.5 Mb
Application.Init done ok : 4 s 588 ms
memory allocated GC : 146.6 Mb
memory allocated Working Set : 462.6 Mb
SC loaded ok : 4 5 516 ms
mem collect 31 ms GC : 146.6 Mb -» 143.9 Mb
mem collect 31 ms WS ; 462.6 Mb -» 462.6 Mb
mem collect 31 ms PM ; 668.7 Mb -» 668.7 Mb
Looking for user: JLAI in domain: xECM_Production...
Principal: JLAI (xecm_production|183244)

Member of:
everyone (xecm_production|-1)
JLAT (ldap|S-1-5-21-6@6747145-1383384898-1801674531-488531)
JLAT (ldap|5-1-5-21-4185863998-4168483474-642348131-6798)
R&T - Indus Process Sol IPS Lab (xecm_production|99236)
WWRISPE2TMYID_xECM_SF_SCO_Employees (xecm_production|118875)
WWRISPB2TMYID_xECM_SinequafH5_SCO (xecm_production|128589)
C5 - Manager (xecm_production|151157)
C5 - Manager (xecm_production|151241)
C5 - Manager (xecm_production|176989)
€5 - Manager (xecm_production|178993)
€5 - Manager (xecm_production|245445)
€5 - Manager (xecm_production|248537)
C5 - Manager (xecm_production|248621)
C5 - Manager (xecm_production|268979)
C5 - Manager (xecm_production|332301)
C5 - Manager (xecm_production|382728)
C5 - Manager (xecm_production|418336)
C5 - Manager (xecm_production|413296)
C5 - Employee (xecm_production|425586)
C5 - Manager (xecm_production|458885)
C5 - Manager (xecm_production|492227)
C5 - Manager (xecm_production|492395)
ehs_bud2_admin (xecm_production|781179)
ehs_bud2r_admin (xecm_production|777442)

Calculated membership:
JLAI (xecm_production]|1@3244)
JLAT (xecm_production|JLAIL)
everyone (xecm_production|-1)
JLAT {1ldap|S-1-5-21-6@6747145- 1383384898 1801674531-488531)
Everyone (ldap|s-1-1-8)
Authenticated Users (ldap|s-1-5-11)
Users (ldap|5-1-5-32-545)
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